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Introduction

The term
“occupational fraud”
may be defined as:

“The use of one’s occupation
for personal enrichment
through the deliberate misuse
or misapplication of the
employing organization's
resources or assets.”




Types of Fraud

* Internal

v’ “Occupational Fraud” (our focus today)
= Employees
= Owners/Partners
» External
v Vendors
v Customers
v Associates

Key Findings of the Report

v' Businesses lose 7% of their annual revenues to
fraud.

Translates to $994 billion when 7% applied to
Gross Domestic Product

The industries most commonly victimized by fraud
in the study were banking and financial services,
government and healthcare

Median loss overall was $175,000

The Cost of Occupational Fraud
v The average private company loss was $278,000

v Occupational fraud schemes tend to be extremely
costly

v Businesses with less than 100 employees
experience the highest frequency of fraud and the
largest losses

v Approximately 90% of all occupational frauds
involve asset misappropriations




The Fraud Environment
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Occupational Frauds by Category — Frequency

Type of Fraud

Asset Misappropriation
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Common Types of Asset Misappropriation Fraud

Asset Misappropriatio ub-Categories

Category Description Examples

Schemes Involving Cash Receipts.

Skimming Any scheme in which cash is stolen
from an organization before it is
recorded on the organization's

books and records.

« Employee accepts payment from
a customer but does not record the
sale

Cash Larceny Any scheme in which cash receipts
are stolen from an organization after
they been recorded on the

organization's books and records.

« Employee steals cash and checks
from daily receipts before they can
be deposited in the bank

Common Types of Asset Misappropriation Fraud

Asset Misappropriation Sub-Categories

Category

Billing

Check Tampering

Expense
Reimbursements

Payroll

Cash Register
Disbursements

Description

Examples

ing Fraudulent Di

Any scheme in which a person causes his or her
employer to issue a payment by submitting
invoices for ficttious goods or services, inflated
invoices, or invoices for personal purchases.

Any scheme in which a person steals his or her
‘employer's funds by forging or altering a check on
one of the organization's bank accounts, or steals
a check the organization has legitimately issued to
another payee.

Any scheme in which an employee makes a claim
for reimbursement of fictitious or inflated business
expenses.

Any scheme in which an employee causes his or
her employer to issue a payment by making false
claims for compensation.

Any scheme in which an employee makes false

entries on a cash register to conceal the fraudulent
removal of cash

of Cash

« Employee creates a shell company and bills
employer for nonexistent services

« Employee purchases personal items, submits
invoice to employer for payment

« Employee steals blank company checks,
makes them out to himself o an accomplice

« Employee steals outgoing check to a vendor,
deposits it into his own bank account

« Employee files fraudulent expense report,
claiming personal travel, nonexistent meals, etc.
« Employee claims overtime for hours not
worked

« Employee adds ghost employees to the payroll

- Employee fraudulently voids a sale on his cash
register and steals the cas|




Common Types of Asset Misappropriation Fraud

ub-Categories
Category Description Examples

Cash on Hand Any scheme in which the perpetrator « Employee steals cash from a company
i iati cash kept on hand atthe  vault
victim organization's premises.

Non-Cash Any scheme in which an employee steals  + Employee steals inventory from a
Misappropriations or misuses non-cash assets of the victim | warehouse or store room
organization.
« Employee steals or misuses confidential
customer financial information

Occupational Fraud Schemes - Frequency
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Duration of Fraud

v'Occupational fraud schemes are
generally ongoing crimes that can last
for months or even years before they
are detected

v'The median length of time fraud goes
undetected was 24 months

Duration Before Detection

Median Months to Detection

Median Duration of Fraud Based on Scheme Type

Types of Detection

Type of Detection

Initial Detection of Occupational Frauds

Tip

—

By Accident
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Internal Controls.

External Audit

Notified by Police
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Percent of Tips by Source
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Source of Tip
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Size of Victim Organization - Frequency

Size of Victim Organization - Frequency
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Occupational Fraud Schemes in Banking and
Financial Services Industry (132 cases)
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Occupational Fraud Schemes in the
Healthcare Industry (76 cases)
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Ranking of Controls vs. Relative Effectiveness

Ranking of Controls v ative Effective

Reduction in

Control Ranking* Median Losses

Internal Audit / FE 1 52.80%
Department

Surprise Audits 66.20%
Management Review 45.00%
of IC

Fraud Hotline 60.00%

Mandatory Job 61.00%
RotationVacations

Rewards for 8.70%
Whistleblowers

Audit of ICOFR 47.80%
Audit of FIS 40.00%
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Anti-Fraud Controls in Place when Fraud Detected

Frequency of Anti-Fraud Controls*
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udit Committee
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Review of IC

Anti-Fraud Control
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Fraud Training for Employees
Anti-Fraud Policy
Surprise Audits
Job Rotation/Mandatory Vacation
Rewards for Whistieblowers
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Internal Controls Modified or Implemented in Response to Fraud

Review of IC
Surprise Audits

Fraud Training for Managers/Executives

Fraud Training for Employees.
Job Rotation/Mandatory Vacation
Anti-Fraud Policy

Internal Audit/FE Department
Code of Conduct

External Audit of F/S.

External Audit of ICOFR
Independent Audit Committee.

Anti-Fraud Control

Hotline

Management Cerification of F/S
Rewards for Whistleblowers.
Employee Support Programs.
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Perpetrators

Occupational frauds were most often
committed by the accounting department or
upper management.




Number of Perpetrators

MNumber of Perpetrators = Number of Perpetrators - Median
Frequency Loss
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Tenure of Perpetrator

Tenure of Perpetrator - Frequency and Median Loss
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Income of Perpetrator
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Education of Perpetrator

Education of Peipelsator - Freguency




Education of Perpetrator
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Behavior of Perpetrator

Behavioral Red Flag #of Cases % of Cases. Median Loss
Living beyond means 370 386% 250000
Financial difficulties 327 34.2% 111000
Wheeler-dealer atiitude 203% 405,000
Control issues, unwillingness to share duties 18.7% 250000
Divorce / family problems 17.1% 118000
Unusually close association with vendor / customer 152% 410000
Irritability, suspiciousness, or defensiveness 180000
Addiction problems 225,000
Past legal problems 184,000
Past employment related problems 163000
Complaining about inadequate pay 132,000
Refusal to take vacations. 250000
Excessive pressure from within organization 383,000
Instabiliy in lfe circumstances 58000

Excessive family / pee pressure for success 50,000
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Complaining about lack of authority 120000

Behavior of Perpetrator

Behavioral Red Flags Present During Fraud Scheme - Sorted by Median Loss
Behavioral Red Flag # of Cases % of Cases Median Loss
Unusually close association with vendor / customer 152% 410000
Wheeler-dealer atitude 203% 405,000
Excessive pressure from within organization 65% 388,000
Living beyond means B.6% 250,000
Conirol issues, unwillingness (o share duties, 18.7% 250,000
Refusal o take vacations. 8% 250,000
Addiction problems. 133% 225,000
Past legal problems 8% 184,000
Initabilty, suspiciousness, or defensiveness 136% 180000
Past employment.related problems 7.9% 163,000
Complaining about inadequate pay 7% 132,000
120000
118000

111000

Complaining about lack of authority 36%
Divorce [ family problems
Financial difficulies

Excessive family / peer pressure for success
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Preventing Fraud

v The implementation of anti-fraud controls
appears to have a measurable impact on an
organization's exposure to fraud.

v’ Lack of adequate internal controls was most
commonly cited as the factor that allowed
fraud to occur.

v’ 78% of victim organizations modified their

anti-fraud controls after discovering that they
had been defrauded.

Background Checks

Types of Background Checks Conducted

Employment History Criminal Checks Credit Check
Type of Background Check

Questions?

Troy Kimbrough, CPA/PFS
tkimbrough@gsscpa.com

Gregory, Sharer & Stuart, P.A.
(727) 821-6161
WWW.gSsscpa.com




